Detailed instructions for Microsoft Authenticator setup

Use this link if you are xITG User registering with Google Chrome: xITG Users Google Chrome Instructions
Use this link if you are xITG User registering with Microsoft Edge: xITG Users Microsoft Edge Instructions

On your desktop or laptop go to https://aka.ms/mfasetup
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= Sign in to your account x +

& C {} @& login.microsoftonline.com or Y @ Incognito @

B® Microsoft

Sign in

emailaddress|@virtu.com

MNo account? Create one!
Can't access your account?

Sign-in options

Terms of use  Privacy & cookies

When prompted to login use your emailaddress@virtu.com

If prompted use your AD password to login.


https://theloop.virtu.com/display/IT/xITG+Users+Google+Chrome+Instructions
https://theloop.virtu.com/display/IT/xITG+Users+Microsoft+Edge+Instructions
https://aka.ms/mfasetup
mailto:emailaddress@virtu.com

® Sign in to your account x +

< C {} @& login.microsoftonline.com

B® Microsoft

ksanders@virtu.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Terms of use

Click "Next"
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Privacy & cookies

= Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know
account

Step 1: How should we contact you?
Mabile app v
How do you want to use the mobile app?
'1\\) Receive notifications for verification

To use these verification methods, you must set up the Microsoft Authenticator app.

m Please configure the mobile app.

Click "Receive notifications for verification" and then click "Set Up"

w to secure your
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Complete the following steps to configure your mobile app.
1. Install the Microsoft authenticator app for < Phone, Android or i0S,
2. In the app, add an account and choose "Work or school account”.

3. Scan the image below

If you are unable to scan the image, enter the following information in your app.
Code: 923

Ur:  https://co1napad07.na.phonefactornet/pad/28

If the app displays a six-digit code, choose "Next”

When you see this screen switch to you mobile device.

On your mobile device:

Download Microsoft Authenticator from the I0S App Store or from Google Play Store
You could also use this link from your mobile device: https://aka.ms/GetAuthenticator

<« Safari |

R Microsoft
Authenticator

What's New

You can now view your account activity,
update your security information, and
change your password directly wi

Preview

No SIM = -—

I )



https://aka.ms/GetAuthenticator

Open Microsoft Authenticator app

“Authenticator” Would Like to
Send You Notifications
Notifications may include alerts,

sounds, and icon badges. These can
be configured in Settings.

Click "Allow" so "Authenticator” can send you notifications

all T-Mobile =

We gather non-personally
identifiable usage data to
help us improve the app. You
can turn this off in settings.
Learn more in the FAQs
available under the Help
menu.

OK

Qinn in with tha eama ar~rALInE

Add personal account

Skip

Click "OK"
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Set up passwordless
sign-in for your
personal Microsoft
account

Qinn in with tha cama arcrninint

Add personal account

Skip

Click "Skip" for add personal account

a1 T-Mobile 2

Q=
0=

876422

410321

Protect all your online

accounts, like GitHub,

LinkedIn, Dropbox, and
more

Tho arn~rniint nrrvvidar wiill Aienlayy

Add non-Microsoft account

Skip

Click "Skip" for Add non-Microsoft account
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Here for work?

Your IT Administrator will provide
a QR code for you to scan.

Add work account

Skip

Click "Add work account"

“Authenticator” Would Like to
Access the Camera
May be needed to scan QR code to

add a new account

Click "OK" so "Authenticator" can access the Camera
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{Back  ScanQRcode

Your account provider will display a QR code

Complete the following steps to configure yo

1. Install the Microsoft authenticator apg for
2.In the app, add an account and choose "

3. Scan the image below.

| If you are unable to scan the mnage«nlr t

Code: 923

Or enter code manually

Point your mobile device at your computer screen so it can Scan the QR code.

O
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Configure mabile app

Complete the following steps to configure your mobile app.
1. Install the Microsoft authenticator app for Windows Phone, Android or i05.
2. In the app, add an account and choose "Work or school account”,

. Scan the image below.

If you are unable to scan the image, enter the following information in your app.

Code: 923

Ur:  https://colnapad07.na.phonefactor.net/pad/28

If the app disp! six-digit code, choose "Next"

Once scanned, click Next on your computer.
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Additional security verification

Secure your account by addin.

phone verification to your password. View video to know how to secure your account
Step 1: How should we contact you?
Mobile app r

How do you want to use the mobile app?

ve notifications for verification

To use these verification methods, you must set up the Microsoft Authenticator app.
.

.
*++ Checking activation status,

Legal | Privacy

You should see it switch to "Checking activation status"

| security verification =+
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B® Microsoft

Additional security verification
Secure your account by adding phone verification to your password. View video to know how to secure your account
Step 1: How should we contact you?

Mobile app v

How do you want to use the mobile app?

®  Receive notifications for verification
To use these verification methods, you must set up the Microsoft Authenticator app.

Maobile app has been configured for notifications.

©2020 Microsoft Legal | Privacy

When you see "Mobile app has been configured for notifications” then click "Next
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Additional security verification

nt by adding phone verification to your pass

ow how to secure your account

Step 2: Let's make sure that we can reach you on your Mobile App device

Please respond to the notification on your device,

©2020 Microsoft  Leqal Privacy

When it says "Please respond to the notification on your device" then check your mobile device.

w T-Mobile ¥

Monday, March 9

© AUTHENTICATOR now

You have received a sign in
verification request.

Press home to unlock

On your mobile device you will be notified that you have received a sign in request.
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— Accounts

Virtu Financial LLC

ksanders@virtu.com

Open the App and if you do not see the notification swipe down to check for notifications.

1!/ T-Mobile & -, 5:57 PM

Accounts

:\
7,

Checking for notifications

Virtu Financial LLC

ksanders@virtu.com

Checking for notifications
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— Accounts

Virtu Financial LLC

ksanders@virtu.com

Approve sign-in?
Virtu Financial LLC
ksanders@virtu.com

Deny Approve

Click "Approve"
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B® Microsoft

Additional security verification

Secure your account by adding phone verification to your password, View video to know how to secure your account

Step 2: Let's make sure that we can reach you on your Mobile App device

Verification successful. Taking you to the next step..

2

22020 Microsoft  Legal | Privacy

Click "Done"
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Additional security verification

When you sign in with your p

ered device. This makes it harder for a hacker
unt

ed option?

We'll use this verification optiof

Notify me through app v

Set up one or more of these options. Learn mare

d

oken Set up Authel itor app

uthentication on pi

Authenticator app

cancel

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

If you see this screen you are done, there is nothing else to do here and you can close the browser.
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